m Network
Consulting
Services
iNnC.

Configuring Ivanti Automation for Neurons for Service
Management

This document outlines the process of configuring Ivanti Automation for use in Neurons for
Service Management.

1. Download the connector

The integration between Ivanti Automation and Neurons for Service Management requires
a connector from the Ivanti Marketplace. This connector is called the Ivanti Service
Manager Utility Connector. Below is a direct link to the connector.

https://marketplace.ivanticloud.com/packages/Ivanti.Service.Manager.Update.Record.Con
nector/

To download the connector, click “Manual Download”. If you're not already signed in, you
will be prompted to sign in. Click “Sign in with your Ivanti Community Account”. This will
redirect you to the community sign in page. Sign in. After signing in, you will be sent back to
the connector page on the marketplace. Click “Manual Download” again to start the
download.
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2. Download the unpackager

In addition to the connector, you must also download the unpackager tool. This tool can be
downloaded from the same page at the bottom of the screen. Below is a direct link to the

unpackager tool.

https://marketplace.ivanticloud.com/Tools/Importer
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3. Installing the connector

To install the Ivanti Service Manager Utility Connector, complete the following steps:

To install the Ivanti Service Manager Utility Connector, we need to run the unpackager tool,
also referred to as the Ivanti Solution Installer. Locate the Ivanti Solution Installer in your
downloads and double click to run. To complete the installer, complete the following steps:

1. Locate and run the unpackager tool, also known as the Ivanti Solution Installer.

s 2RY 5 | Downloads - O X
Home Share View o
o v 4 ‘ > ThisPC > Downloads v | O Search Downloads
Name Date modified Type Size
v 3 Quick access
B Desktop o ' Earlier this month (2)
‘ Donioags <+ i@, Ivanti Marketplace Solution Installer 1/4/2023 11:27 AM Application 5,092 KB
= d ivanti.service.manager.updaterecord.co...  1/4/2023 11:24 AM NUPKG File 23KB
|=| Documents *
| Pictures *
» [l This PC

> #l DVD Drive (D:) SSS_Xt

> @ Network

Jitems  1item selected 428 MB =
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2. Click next.

@h, Ivanti Solution Installer - Build: 62078 X

Welcome to the Ivanti Solution Installer

This wizard will help you to unpackage the solution(s) you have
downloaded from the Ivanti Marketplace.

If you have downloaded Ivanti Automation Solutions then this will
additionally assist you with connecting to your automation
database and installing the selected Connector.

Click Next to continue...

< Back Next > Cancel

3. Read the EULA and if acceptable check “I accept the terms in the license agreement”
and click Next.

@H, Ivanti Solution Installer - Build: 62078 X
END USER LICENSE AND SOLUTION ASSURANCE AGREEMENT "
RES ("EULA™)

PART (A) SOFTWARE

USER NOTICE: BY INSTALLING THIS SOFTWARE, YOU AS LICENSEE
ACKNOWLEDGE THAT YOU HAVE READ AND UNDERSTOOD THIS EULA AND
AGREE TO THE CONDITIONS AND PROVISIONS HEREIN AND THAT YOU ARE
DULY AUTHORIZED TO AGREE TO THIS EULA. YOU AGREE TO INFORM ALL
USERS OF THE SOFTWARE OF THE TERMS AND CONDITIONS OF THIS EULA.
YOU AGREE THAT THIS EULA IS THE FULL AND EXCLUSIVE EXPRESSION OF
THE AGREEMENT BETWEEN YOU AND RES AND THAT IT TAKES PRECEDENCE
OVER ALL PREVIOUS PROPOSALS OR VERBAL OR WRITTEN AGREEMENTS AND
OTHER COMMUNICATIONS REGARDING THE SUBJECT OF THIS EULA. IF YOU
DO NOT ACCEPT THE TERMS OF THIS EULA, DO NOT INSTALL THIS

(O I accept the terms in the license agreement
(® 1do not accept the terms in the license agreement

< Back Next > Cancel
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4. Use the file selector to locate and select the connector downloaded.

Click Open, then next.

B, Ivanti Solution Installer - Build: 62078 *

Muget Package file: | _|

o[t

BB, Select a RES ONE Autornation Nuget package file X
L * » ThisPC » Downloads N O Search Downloads
Qrganize * New folder = M @O
Mame Date n1Ud\fiéd Type

3 Quick access

I Desktop ~ Earlier this month (1)

»+

‘ Dewnloads - D anti.service.manager.update.record.co..  1/4/2023 11:24 AM MNUPKG File

@ Documents +

&= Pictures +
8 This PC
8 DVD Drive (D:) 555Xt
[_’ Metwork

< >
File name: | ivanti.service manager.update.record.connec ‘ MNuget packages (*.nupkg) ~

e

5. Click next.
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6. Click next.

g, Ivanti Solution Installer - Build: 62078 *

@ Ivanti Connector

< Back Next = Cancel
7.  Click next.
B, Ivanti Solution Installer - Build: 62078 bt
Category Object Action Version
@Iuanﬁ Service Manag... Update Record Service Desk ... 4
< Back Next » Cancel
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8. Confirm / Enter the database connection details. Click Next.

*You must re-enter the password.

g8, Ivanti Solution Installer - Build: 62072 x
Databasze type: Microsoft SQL Server (2000 or later) i
Database server: |Iabsql v |

[ use Windows Authentication

Login: |Syn1pl.nuto |
Password: |.............. |
Database name: |Syn1|:v|Auto w |
Force protocol encryption: Disabled w

< Back Next > Cancel

9. Iflogins are configured for Automation enter the credentials for an administrator.
Click Next.

gH, Ivanti Solution Installer - Build: 62078 X

Environment: symplauto @absgl

Login: |jonaﬂ'1.ar'| |

Password: |.............. |

< Back Mext > Cancel
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. Click Upgrade.

g8, Ivanti Solution Installer - Build: 62078 x

Category Object Action Version
@Service Desk Integrat... Ivant Service Manager General Update Record 4

<Back || Upgrade | Cancel

11. Click Next to complete the installation and exit the Ivanti Solution Installer.

@h, Ivanti Solution Installer - Build: 62078 X

Ivanti Installer finished

The automation add-ons have been succesfully imported.

Click Next to continue...

<ok o
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4. Create User in Neurons for Service Management

In order for Ivanti Automation to communicate to Neurons for Service Management a user
must be created. Complete the following steps to configure this user:

1. Loginto Neurons for Service Management.

ivanti Neurons for ITSM

User name
HEATAdmIn =

Password

2.

Open the Employee workspace.

OBLEM CHANGE RELEASE

Search objects Employee|

My Workspace A

API Trusted Ho:
Asset Data Mapping

Asset Processor Configuration
Baseline Mapping

Business Value Modeling
Calendar Item

Call Log

Certificate

Change Calendar

Chat Configuration

Cl Location

cvoip

Contact Store

Discovery

Discovery Import

Discovery Installer Downloads

Employee

KNOWLEDGE cl

Employee Team

EPM Core Server Details

EPM Remote Control Configura...

EPM Request
EPM Software Packages

Exchange Calendar Configurati...

External Contact

Fulfillment Item Package
HC_CallType

HR Case

Identity Store

Ivanti Automatien Configuration
Ivanti Automation Transactions

Ivanti Neurons Asset Import Co...

Location
Microsoft Teams User Details
Portfalio

ANALYTIC METRICS

Project

Report

Request Offering
Service Catalog
Shipping Catalog
Social Board
Software File Instance
Task

Task Catalog

Task Catalog Software Installati...

TaskCatalogStatus
Transaction Audit Log

Recently Viewed

Emall

Email Config

Inbox

Logs

Price List

Role

Tenant Email Mailbox Mapping

Additional workspaces
Account

Activity Call Result
Agent Skill

Agent Task

Alert

Announcement
Approval

HEAT Admin

Qo
™M

Approval Vote Tracking

Aspect

Attachment

Authentication Principal CTH
Authentication Provider
Business Value Param Display ..
Change Lockout

Change Window

Child Tenants

Cl Availability Log

Cl Component

Cl Named Rel Constraints

Cl Named Rel Data

Cl Service

Client

Contact Group

Cost Driver

Cost Item Categories
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3. Click New Employee

HOME INCIDENT PROBLEM CHANGE RELEASE KNOWLEDGE a ANALYTIC METRICS

SERVICE REQUEST

HOME  EMPLOYEE

All v (7 search records)

[E NEW EMPLOYEE C REFRESH 11 MULTISORT -1
Display Name Title Globalld Org Unit Department Status Created On
Discovery Analyst Operations Supervisor Information Tech... 1T Active 09/09/2014 12
Discovery Manager IT Manager Information Tech... 1T Active 09/08/2014 12
HEAT Admin GMI Administration Active 06/07/2022 4
Internal Services Default Administration Active 10/07/2009 4::
IPCM Admin Sales and Marketi.. Administration Active 11/03/2009 B:¢
Jenathan Cooke Default Active 12/20/2022 B+
Self Service Customer Service Rep Sales and Marketi.. Customer Service Active 08/31/2004 B:

Page Size 100

4. Ensure all required fields are filled in, Internal Auth is enabled, and an Internal Auth

PWD is entered.
1. Required Fields Entered

2. Internal Auth enabled

3. Internal Auth PWD provided

4

Link Administrator Role

*A custom role may be created and assigned but is outside the scope of this

document.

& Employee: Ivanti Automation

DETAILS  ROLES INCIDENT CHANGE CONTACTGROUP O  ACTMTYMISTORY  ATTACHMENT  TEAM  RECURRING SERVICESUSSCRIPTION  TIMEOFF  ACCESSIBLEORGUNITS  ACCESSIBLE ORG UNITY

Contact infarmation vie

Prefix A
First Name " vanti
Middle Name
LastName*  Automation
Suffix i
Primacy Emall, automation@help.lab sympl-it.com
Primary Phone
Ext.

Primary Address

ciy
Scate
zp

Country

PhOtS o fila ¢ Uplead

Organizational Infomation
Organizational Unit*  Default
Department
Cost Center
Default Charging Account
Title
Manager
Location
Floor

Language

Corporate Office Location

Status & Team

Seatus

Team*

Authentication informatien

Disabled

Login I

Enable internal Auth

Internal Auth PWD . ........

Enable External Auth

Login for External Auth

Disable PWD Expiration

Enable Voice

Is Named User

Is Auto Provisioned

Creation Method
Miscellaneous

Network Username

Customer ID

Hired Date

Terminated Date

Created by:

Created Date Time:

Modified by:
Modified Date Time:

Active -4
Service Desk i
automation

a

automation

HEATAdMIn
01/26/2023 4:19 PM
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& Employee: Ivanti Automation

DETAILS  ROLES(1)  INCIDENT(0)  CHANGE (0}  CONTACT GROUP(0)  Ci(0)  ACTIVITY HISTORY (0)  ATTACHMENT (0)  TEAM (1) RECURRING SERVICE SUBSCRIPTION

& Link g2 Unlink

Display Name Internal Name Last Modified By Last Modified On Created By Created On

Administrator Admin Admin 01/06/2022 6:45 AM Admin 09/30/2009 12:59 PM

5. Click Save.
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5. Create Neurons for Service Management Variables

The connection details for Neurons for Service Management will be stored as global

variables in Ivanti Automation. This will allow us to reuse these variables in different
modules, run books, and projects.

1. Open the Ivanti Automation Console.

*If using logins, enter your credentials and click OK.

|

ivanti
AU Automation

Environment: symplauto@absgl
Login: jonathan

Password:

Authentication required (50%:)

Navigate to Library > Variables
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3. Right click an empty spot in the variables content pane and click New

Category. Provide a name. E.g. Neurons for Service Management. Click OK.
4. Repeat the following steps for each variable in the table, below:
1. Rightclick the new category and select New Variable.

2. Enter the name from the table. (Other names can be used, just note
the name used for later.)

3. Select the Type and enter the Value.

4. Click OK.

Name Type Value

Ivanti Service Password | The password created for Automation in

Manager Neurons for Service Management.

Password

Ivanti Service Text The tenant’s name for Neurons for Service

Manager Tenant Management. E.g. help.lab.sympl-it.com, or
test.ivanticloud.com

Ivanti Service Text *The URL for accessing the Neurons for

Manager Tenant Service Management tenant. E.g.

URL https://help.lab.sympl-it.com/HEAT/, or
https://test.ivanticloud.com/

Ivanti Service Text The username created for Automation in

Manager Neurons for Service Management.

UserName

*If using an on premise install of NSM, you may need to include /HEAT/ in the NSM
Tenant URL.
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Generate Certificate for lvanti Automation (Optional)

For Neurons for Service Management to integrate with Ivanti Automation, we must enable
the Automation’s WebAPI. If using HTTPS and if you don’t already have a certificate, you
can generate a self-signed certificate by following the steps below.

1. Open PowerShell as an administrator.

2. Run the following command, replacing the following variables with values for your
environment / organization.

New-SelfSignedCertificate -DnsName "{{lvanti Automation Hostname}}"

-CertStoreLocation "{{Cert Location}}" *

-NotAfter (Get-Date).AddYears({{Years Valid}})

Name Value Example
[vanti Automation Name for the Ivanti auto.lab.sympl-it.com
Hostname Automation Server
Cert Location Path to Certificate Store | cert:\LocalMachine\My
This is the Personal folder of the
computer certificates.
Valid Years Number of years 5
certificate should be
valid for
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EN Administrator: Windows PowerShell

osoft Corporation. All rights reserved.
Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
stem32> New-SelfSignedCertificate

(Get-Date) .AddYears(5)

entPath: Microsoft.PowerShell.Sec

3. Note the Thumbprint somewhere safe for later use.
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Enable Automation’s WebAPI

Complete the following steps to enable the Ivanti Automation WebAPI.
1. Open Ivanti Automation Console and Sign In.

2. Open the Setup Menu and select Global Settings

File Action Pane Setup Help

® @ R Database...

Elvmﬁ Nailoenation Licensing...
=68 Jobs ; S
________ @ S d Ivanti Identity Director...
B Activity Task Visibility...
Evins w Job Histor
Add-ons...
Global Settings...

3. Find the WebAPI setting and double click.

L) Ivanti Automation
=@ setwp Setting [ value
i § Database Site
~[5] Licensing [ site name symplauto@labsgl
[0 1vanti Identity Director (& site identifier {ABEOGCF2-7A80-4F8C-BAE
i & Task Visibilty Dispatcher Detection
g Add-ons [E ispatcher discovery SYMPLAUTO. home.lab
i Tasklet editor D|spatcher locations Retrieve complete Dispatche
4 Global Settings Dispatcher recovery Retry discovery
Connection
[EBandwidth throttiing (Dispatcher -> Agent) 512KBfs
Resource download throttling (Datastore -> Disp... Disabled
[ Dispatcher push communication Port: 3162
Dispatcher Cache
Dispatcher cache timing Cache resources when need
Dlspab:her cache availability After loading resource on Dit
Dispatn:her cache duration Unlimited
Dispatcher WebAPI
Dispatcher Offline Notification
Send mail message Disabled
Agent Cache
Agent resource folder Windows Default (<Installation Path>
Agent resource folder Unix/Linux/Mac OS X Default (Operating System ¢
Scheduling
Number of Parallel Jobs 10
[ Launch timeout 1weeks
=1 aunch window Disahled
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Complete
If not using SSL, uncheck the SSL enabled box. (Optional)

Set the Port

4,
5.
6.
7.

If using SSL, set the certificate thumbprint and certificate store. To capture
thumbprint, follow these steps.

7a.  Open the certificate manager. (certlm.msc)

| Best match

R

£ certimmsd -
7b.  Click Yes on the UAC prompt.

ﬁ Microsoft Management Console

Verified publisher: Microsoft Windows

Show more details
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7c.  Navigate to your certificate.

certlm - [Certificates - Local Computer\Personal\Certificates] -_ ] X

File Action View Help
e n@E eI XE HE

Iﬂ Certificates - Local Computer A || |csued To ~ Issued By Ex
w || Personal

| Certificates
| Trusted Root Certification
| Enterprise Trust
| Intermediate Certification
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certifical
| Trusted People
| Client Authentication Issu
| Preview Build Roots
| Test Roots
| Remote Desktop
| Certificate Enrollment Rec
| Smart Card Trusted Roots
| Trusted Packaged App Ins y

uto.lab.sympl-it.com auto.lab.sympl-it.com
‘!ZJ SYMPLAUTO.home.lab Ivanti Self Signed Root i

Y i

“ Teoctad Mavicar
€ > € >

Personal store contains 2 certificates.

7d.  Double click on the certificate, to open.

@h Certificate *

General Details Certification Path

@“ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: auto.lab.sympl-t.com
Issued by: auto.lab.sympl-t.com

valid from 1/27/2023 to 1/27/2028

? You have a private key that corresponds to this certificate.

Issuer Statement

[ ]

7e. Switch to the details tab.

Corporate Office Location
585 West 500 South, Suite 110, Bountiful, Utah 84010 - www.ncsi.us « Toll Free: 855-864-3734




oh Certificate

General Detals  Certification Path

Show: | <All> bt
Field Value ~
DVersmn V3
=] serial number 6e151d0b7b58e 18¢46101e3d. .
Signature algorithm sha2S6RSA
Dsignamra hash algorithm sha256
Issuer auto.lab.sympl-t.com
DVa\id from Friday, January 27, 2023 6:18...
DVahd to Thursday, January 27, 2028 6...
[ imiact 2t Izh cumnlit cam 4

Edit Properties... Copy to File...

Lo ]

oh Certificate

General Details  Certification Path

7f. Scroll to the thumbprint and copy that value.

X

Show: | <All> ~
Field Value G
[=]public key RSA (2048 Bits)
DPubI\c key parameters 0500
@Eﬂhanc&d Key Usage Client Authentication (1.3.6.1....
@Subject Alternative Mame DNS Name=auto.lab.symplt. ...
@Sub]e:t Key Identifier 4ef1529397e6cff9 1bead0776. ..
Key Usage Digital Signature, Key Endpher...
Thumbprint 25c2930598d39 .

25c2930598d39269689682923426981857b%a5da2

Edit Properties... Copy to File...
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8. Return to the Ivanti Automation Console.
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9. Enter the thumbprint and select the certificate store.

*The certificate stores listed are for the local machine and not the current user.

{5k Edit Setting X

Port number: |443 |

Alternative base address (optional): | |

S5L certificate thumbprint: |ZSCZEI30593D39E89896829E34E6981E5?BQASDA2 |

S5L certificate store: | Personal “w |

6 Enables and configures the WebAPI

[ o ][ one

10. Click OK.
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Add User for Neurons for Service Management

Neurons for Service Management requires a login for accessing the [vanti Automation
WebAPIL. If you are not currently using logins, it is recommended that you create another
login to serve as the administrator account. Repeat steps

1. Click Exit Setup Mode.

m lvanti Automation Console (SymplAuto@labsgl) - jonathan
File Action Pane Setup Help

#f @ <A Exit Setup Mode | [ Edit - i - 5 | B View Tutorial | @

m Ivanti Automation

BB setup | value
........ Database
........ Licensing gymplauto @labsgl
------- 1 1vanti Identity Director {ABEDECF 2-7AB0-4FEC-B)
-------- I Task visibiiity
------- i, Add-ons (| Dispatcher discovery SYMPLAUTO.home.lab
------- @ Tasklet editor DiSpatdqer locations Retrieve complete Dispatc
------- Global Settings [ Dispatcher recovery Retry discovery
Connection
Fl%‘l:l-.n.-lu..i.-l-l-lu Hermbtiomm Mimem—bebme o & mme b =5 e B P =

2. Navigate to Administration - Security

File Action Pane Setup Help

@0 ANew < B~ &~ G [ ViewTutorial | @
(B tvann sutomaton
= T adnesvanen Logms | Adminstratve Rotes |
Informat
‘.‘:Mwm logn & [ account type [ chedk type. [Enatied | [ Looed out [ must |
B & jonathan Ivant Automaton Authentcation Yes Yes Mo [
(i Avdt Tral

| Descripton ]

Set the period of tme (n days) tat 3 password can be used before the user is required t change it (1-999)
When 8 password i changed, it must contain at least 3 of the following character types: Uppercase, Lowercase, Numbers and Symbols
Keep password history for the number of passwords that may not be reused on password change (1-24)
length for Tvant o be checked at (1149
Set the number of fasded logon attempts before & logn account wil be locked (1-10)

Version 2023.1(10.22.0.0)

@ Detastore comected
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3. Rightclick on an empty area in the Logins section.

Logns | Administrative Roles |

_Eg a | Account type | Check type Enable(
jonathan Ivanti Automation Authentication Yes

New...

Edit...

Delete.

Enable

Disable

Password Secunity policy

Audit Trail... Ctrls T

Building Blocks >

Instant Reports >

Help F1

| Description

=

4., Select New

MNew...
Edit...

Delete...

Enable
Disable

Password Security policy
Audit Trail...

Building Blocks

Instant Reports

Help

Corporate Office Location
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5. Enter a username for the account in the Login field, and a password in the Password
field.
A New Login — m} X

Properties | Administrative Roles | Permissions |

& Login: |itsm_sErvicE_acmunt

Enabled
Account type: Ivanti Automation Authentication ~
Password: | ============== |
Confirm password: | ============== |
Account actions: [[1Do not apply global Password Security Policy

Account is locked out

[[Juser must change password at next login

6. Switch to the Administrative Roles tab.
q}New Login - O *

Properties

eEI Permissions |

¥ This login belongs to the following administrative roles:
\ﬂ Name | Enabled |

7. Click Add
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B Select Administrative Roles
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| Enabled |

Name
= I Full Access

Check All Unched: All

9. ClickOK
10. Click OK
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Open the WebAPI Port

Enabling the WebAPI for Ivanti Automation does not automatically open the port on the
local machine’s firewall, nor the corporate firewall. If using a cloud tenant of NSM, without
a VPN, a port must be opened for the NSM tenant to establish a connection to Ivanti

Automation.
1. Open PowerShell as an Administrator

2. Run the following command replacing {{port}} for the port enabled for the WebAPI.

New-NetFirewallRule -DisplayName "lvanti Automation WebAPI" *

-Direction Inbound -Action Allow -LocalPort {{port}} -Protocol TCP *

-Profile Domain

EN Administrator: Windows PowerShell

2> New-NetFirewallRule Inbound °
443 TCcP Domain

essfully from the store.
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Neurons for Service Management Ivanti Automation Configuration

Ivanty Neurons for Service Management must be configured with the URL and login to
access Ivanti Automation. Follow the steps below to update the Ivanti Automation
Configuration in NSM.

1. Loginto Neurons for Service Management, as an Administrator.

2. Click More on the header.

ivantf Neurons © B HOME INCIDENT  SERVICEREQUEST PROBLEM  CHANGE
HOME WATCHLIST
Admin Dashboard v = ¢ [0 Admin Dashboard  lvanti Neurans.
MY INCIDENTS (0) [ =] REPORT LIST ¢
Incident  Summary Status Priority  Customer Agent Deployment and Audit Summary

Agent Performance

Agentless Incident Management

Change Categorization

Change Cost

Change Management Scorecard
Change Trend

Compliance History By Manufacturer

Executive Scorecard

Gatewa; atus Summary
Hardware Inventory Summary

Incident Categorization

3. Click Ivanti Automation Configuration to open the workspace.

Search objects | Ivanti Automation Configuration v > x
My Workspace Discovery Installer Downloads Location Approval Vote Tracking

Analytic Metrics Employee Microsoft Teams User Details Recently Viewed Aspect

API Trusted Host EPM Automation Package Portfolio Email Attachment

Asset Data Mapping EPM Configuration Project Email Config Authentication Principa

Asset Processor Configuration  EPM Core Server Details Release nbox Authentication Provider
Baseline Mapping EPM Remote Control Configura.. Report Logs Business Value Param Display ...
Business Value Modeling EPM Request Request Offering Price List Change Lockout

Calendar Item Service Catalog Role Change Window

Call Log Exchange Calendar Configurati...  Shipping Catalog Tenant Email Mailbox Mapping  Child Tenants

Certificate External Contact Social Board Cl Availability Log
Change Calendar Fulfillment tem Package Additional workspaces Cl Component

Chat Configuration HC_CallType Account Cl Named Rel Constraints
cl HR Case ity Call Result Cl Named Rel Data

Cl Location Identity Store Agent Skil Cl Service

civaip Ivanti Automation Configuration Agent Task Client

Contact Store Ivanti Automation Transactions Transaction Audit Log Alert Contact Group

Discovery Ivanti Neurons Asset Import Co... Announcement Cost Driver

Discovery Import Knowledge Approva Cost Item Categories
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Enter the Host, Username, and Password. The Host field should contain
http(s):\\Host and the username and password should match those created

for this integration.

. a

|vant| N(gl“’(‘” 1S © B HOME INCIDENT SERVICE REQUEST PROBLEM CHANGE MORE... @ %
HOME IVANTI AUTOMATION CONFIGURATION

All v (recon d 1 of 1 search records)

e
€ usTview BEETUS T REFRESH

Host | https://symplauto.home.lab
Username | jtsm_service_account
Password | seseessees

Authentication Type  Basic

Primary Host
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Creating the NSM Module

Neurons for Service Management is now configured to import run books from Ivanti
Automation. Before we can import a run book, we will need a module that uses the Update
Record task from the connector. This module will be used in run books to call the NSM API
and update the Service Request with the results of the run book job.

1. Return to the Ivanti Automation Console.

2. Navigate to Library > Modules

I ivanti Automation Console (SymplAuto@labsqi) - jonathan
File Action Pane Setup Help
R @ PQuickTask GNew
I 1vent Avtomaton
=l Ubeary Folders | Modues |
& Modules
& Projects =
[ run Books.

& Create AD User

.4 Resources
% varisbles

L Jobs

|l beary

3. Right click an empty space in the modules component pane.

|7 Modules
& Create AD User

Quick Task..
New..
Edit
Delete.
Duplicate.
reate Project
Create Run Book
New Folder... Ins
Edit Folder
Delete Folder.
Create Tasklet from Module...

Search... CtrieF

Paste

Audit Trail... Q=T

Building Blocks

Instant Reports > =

Thsnodewilhepyouto  Help Fl e
— —

4, Click New...
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Enter a name for the module. E.g. Neurons for Service Management

& New Module - =] x
Properties | Tasksl Module Parameters | Source cantroll Pem\-ss-onsl
é Module name: [Neurans for Service Management] |
[Aenabled
Module GUID: \{cn 1FE410-6071-478A-B4DB-194C95DAS0ECY |
Desaiption:
[Jieave used resources in agent cache after module is finished
& e

6. Click the Tasks tab.

& New Module - b X
Properties | Tasks | Module Parameters | Source Conmsll P!rmssnonsl
6 Module name: [Newrans for Service Management] |
Enabled
Module GUID: [{e 410-6D71-478A-84DB-194CISDAS0EC) |
Description:

[CJLeave used resources in agent cache after module is finished
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7. Right click an empty space in the tasks pane.

& New Module - o x

Properties  Tasks HoduieParamhrsl Souroetantml] Permissions

PeL

0 e [ Desarption [Condtonsl | Enabled |

Add...

Edit.
Delete...

Duplicate

Copy Ctrl+C
Paste Ctrl+V

Add Separator...
Condition...

Disable

Add... Edit... Defstz... Dyplicate... | Condtion... LI&I?LI Dissble

@ oK Cancel

8. Click Add...

9. Expand Service Desk Integration and click the Update Record task of Ivanti Service
Manager General.

B Select task - o x

[@} Instant Search: |
=) 2D Recently Used
¢l hvanti Service Manager General (Update Record)
& Active Directory User (Create, Manage, Delete, Query)
& 3 Configuration
& & Provisioning
¥l 3 PC Lifecycle Management
3 3 Virtualization
® O Security
8] (2D System State
) &3 Advanced
4] O Ivanti Automation
& 3 Unix/Linux
& 2 AppleMac 05
B @ Service Desk Integration

48 Ivanti Service Manager General (Update Record

< >

@ Download additional Connectors here Close
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10. Right click the empty space for the p_status setting, expand Insert Parameters IQ§ ’
click Add Parameter.

{8} Update Record Ivanti Service Manager General - O X

Q Properties  Settings | Module Parameters | Condition |

- Task settings | :i |
o Insert Parameters e > Add parameter... 9
job_results Insest Fumctions % AutoCreate parameter [ p_status ]
- Assign task result Insert Variables >
Results <not assignea >

p_status
Faled or Completed

Sets the state of the Service Manager Automation block
Vaid settings are:

Faled
Completed

g e ][ o

T

11. Enter p_status as the Parameter Name.

¥ Add Module Parameter - o X

propertes | nput |

@ Parameter romei [p_stats] ]
Desaiption:
Hint: ‘Please provide the necessary input ‘
Type: Text -
Value: ‘ ‘

o 10 e
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15.

16.

17.
18.
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Switch to the Input tab and uncheck the When scheduling job checkbox.
propertes | Input |

Input new value: [[]when importing Building Block

Show previous valus

ﬁlﬂwhen scheduing Tob

Show previous valus

Erase previous value when rescheduling

Options: Hide parameter if parameter is not used directly
|:| Request input confirmation
[Jrarameter value is required {may not be empty)
[Juse input mask and litzral:
Mask: | ‘

Literal: | ‘

NOTE: Press F1 for more information .

Click OK.

Repeat steps 10 and 13, skipping step 12 for [ISM_TransactionlID, using
ISM_TransactionID as the parameter name.

Repeat steps 10 through 13, including step 12, for job_results using job_results as
the parameter name.

Optionally, create a parameter for Results.
1. Left click the <not assigned> dropdown.
2. Select Add Parameter.
3.  Enter Results as the parameter name
4. Switch to the Input tab and uncheck the When scheduling job checkbox.
5. Click OK.
Click OK.
Click OK.
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Creating a Run Book for NSM

The following steps will illustrate how to create a run book that is called from Nuerons for
Service Management using an existing module and the newly created Neurons for Service

Management Module.
1. Navigate to Library > Run Books
2. Right click on an empty space in the Run Books pane.

3. Click New...

Ivanti Automation
E+-§fll ubrary Foiders | un Books |

i Projects {-J Run Books

© .0
Edit...

Delete...

Duplicate..

New Folder... Ins
Rename Folder. F2

Delete Folder... Del
Search... Ctrl+F

Schedule job...

Paste Ctri+V
Audit Trail... Ctrd+T
Building Blocks »

Instant Reports >

Help 3]

éﬁ‘ Jobs

4. Enter a name for the run book. E.g., NSM Create AD User

[ New Run Book - o x
eroperties | Jbs | Run Book Parameters | Source Control | Permissions
q% Run Book name: [NsM create AD User
[AEnabled
Run Book GUID: [(F2200257-CE29-43C0-818C-498809056D8C}
Description:
gJ oK Cancel
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6. Right click an empty space in the Jobs pane and click Add..., or click Add... on the
bottom of the screen.

E New Run Book -

Properties Jobs | Run Book Parameters | Source Control | Permissions |

Db Job | Wha | Conditional I
Add..
Edit.
Remove...
Duplicat
Cut Ctrl+X
Paste Ctrl+V
Add Separator...
Condition...
Disable
Add... Edt.. Remove. | | Dupicaten. | [Gondiion. | +| +| %] 2]
=t

7.  Left click the What field and select the module you want to include in this run book.

& Select Project / Module - o X

Projects  Modues |

Mo
=
(]

Create AD User
Neurons for Service Management

8. Click OK.
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9. Left click the Who field and select the agent that should run the task. (You ma}! pa%'
to click Search to see agents in the list.)

Q, Select Agents / Teams - o x
q Searchin: ® @ Teams
Search subteams
O [& 30b History
Show: All Agents ~
[Jreams

Search for: ‘ I—Ihd'

[ IsrvpLAUTO

< >

[ only show first 20 results oK Cancel

10. Click OK.

11. Optional, if using a Team of agents check the Run on one of the specified agents
checkbox.

12. Change Error control to Continue Run Book on error.

G Edit Run Book Job - Create AD User - o X
Properties | Resulting Tasks | Resuting Agents |
O
] [P |
What: Create AD User ’
b
Viho: ‘svww.rro ‘
@
[[] Ask during Run Book scheduling
[£)Run on one of the specified agents
[[J use Run Book Parameter
to select Agents on computer name
Options: [[Jschedule offine Agents for next boot
or when Agent is resumed after hibernate, sleep or standby
[[Juse wake-on-LAN when job starts
[ Enabled
Error control: (O Stop Run Book on error
(®) Continue Run Baok on error
[IMaximum job duraton: (10 | [miutes
“_‘—'J oK Cancel
13. Click OK.
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14. Repeat steps 6 through 13 skipping step 12 and selecting the newly created
Neurons for Service Management module for step 7.

& Add Run Book Job - o X
Properties | Resuiting Tasks | Resuting Agents |

|
on} ipti |N=:ms for Service Management ‘

What: |Neuons for Service Management

Who: |smuro

([ Ask during Run Book scheduing

[[JRun on one of the specified agents

[Juse Run Book Parameter

to select Agents on computer name

[[Jcreate muitiple jobs and divide agents equally amongst them

Options: [ schedule offiine Agents for next boot
or when Agent is resumed after hibernate, sleep or standby
[[Juse Wake-on-LAN when job starts
[AEnabled

Error control: (® Stop Run Book on error
(O Continue Run Book on error

] Maximum job duration: 10 minutes

@] [*.3 Cancel

15. Select the newly created job and click Condition.

[B New Run Book - ) X

Properties Jobs |RmaookParamehers Source Control Pem-‘ssionsl

B [ 30b [ who [ Conditional | Enabled
{5 Create AD User SYMPLALTO No
L {Neurons for Service Management SYMPLAUTO

Add... Edit.. Remove... | Dupicate...  Condon.. | 4| +|F| 4] Disable
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16. Right click in the expressions plane, expand Add..,, and select Status of previously
executed job.

T Edit Job Condition - o x

Expressions

Operand [ Operator | value ]

Add... > Date Time
Edit... Parameter
Delete.. Status of previously executed Job
All the expressions need to be true Copy ~

Add... Edit. e Validate

If condition is TRUE then

Execute this job -

[ set parameter:

If condition is FALSE then
Skip this job ~

[(]Set parameter:

[#Enabled

o1 o=

17. Leave the default settings and click OK.

5 Add / Edit Expression *

|
g,@? Status of previously executed Job

Operator: i= R

Value: Completed it

[0]9 Cancel

18. In the true condition section check the Set Parameter and in the parameter
dropdown select Add parameter.

If condition is TRUE then

Execute this job

Set parameter: =
I condition is FALSELN Rt e
Cleirm Hmio ink

19. Enter p_status as the Parameter name.
20. Switch to the Input tab and uncheck the When scheduling job checkbox.
21. Click OK.
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22. In the parameter value field enter “Completed”. (This value will be case sensitive
and must contain Completed.)

23. In the false condition section:
1. Setthe dropdown to Execute this Job.
2. Check the set parameter box.
3. Verify p_status is selected in the parameter dropdown.
4

Enter “Failed” in the value field. (This value is case sensitive and must
contain “Failed”.)

T Eedit Job Condition - u] X
Expressions
rand | perator | value 1
{5} Status of previously executed Job = Completed

All the expressions need to be true for the condition to be true ~
Add... Edit... Delete... Validate

If condition is TRUE then

Execute this job ~
[“1set parameter:  p_status ~ | |Completed

If eondition is FALSE then

Skip this job v
[Aset parameter: | p_status ~ [Fa.led |
[Aenabled

ol o
24. Click OK.
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. Switch to the Run Book Parameters tab.
26. Click AutoCreate.

27. Select Yes to confirm auto linking.

58 New Run Book - [m} X

PmDerh'ESl Jobs  Run Book Parameters | Source Corﬂ]’ull Permissions

Parameters | Links |

y@Lasn’*lame Text
QUseangnnName Text
¥7.18M_TransactionID Text
Qjoh_resuhs Text
?@D,siah.ls Text
(}Resuhs Text
Add... Edit... Delete... ll il AutoCreate... Cleanup...
[ petermine parameter order by usage

28. Click OK.
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Import Runbook into NSM

Run books are imported in NSM using a Web Service Connection that calls the Ivanti
Automation WebAPI.

1. Open Neurons for Service Management as an Administrator.

2. Open the Configuration console.

Dashboard v ¢ M) [ -
MY INCIDENTS (63} c®O REPORT LIST o
Incident  Summary status Priority  Customer Locstior Agent
114z Missing my bome direciory  Active 3 HEAT Admin
Meed sccessto the comman  Active H HEAT Admin
drive
11461 My dask phone does notwork  Actve 3 HEAT Admin
Active F] HEAT Adrin
sests
39 v 3 AT A
57 tve 3 HEAT A
143z Actve 3 HEAT Admin
1490 Actv 3 HEAT Admin
a1 Cannotsign into the company  Atve 3 HEAT Admin
portal spp
a —

3. Navigate to Integration Tools > Web Service Connections.

SETTINGS |~ ®Q ®  cuens oo igraton Toos W Serice Connec

Web Service Connection Manager

Create or modiy a web service connection. @
Calls from System to external web services (Qutgoing)

+ Mew Integration + New External BO Integration -+ New Service Reference O Refresh

Integration Service Reference  URL

Bundia eheck szt in stock s8» @DX
egffeorder level s8r @DX

» Development Package /8» EDX
Extend e Update Po and creata PLI s@» @DXx
‘apture Time sheet detalls dayl /8> DX
xport Conr

ntegration Log Capture Time sheet detalls day2 /@8> CDX

ntegration History
Capture Time sheet detalls day3 s8CDX
Capture Time sheet detalls dayd s8» DX
Capture Time sheet details days s8r» EDX
Check Duplicate Time Sheet Entry /8» GDX
Check Employee Time Sheet submission s8> DX
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4. Locate and open the connection titled [IVNT_Automation_Runbooks.
Ivanti Automation - Schedule a Job ra EI »> @ X
Ivanti Automation - Ugglate Job Summary s8r» DX
IWNT_Automation_Agents 8 » CD X
IWNT_Automation_Runbooks 8 » CD X
Link Security Incident for End of License /8» CD X
MAndisal PMavsirae Charma e = S8l e BT W

5. Click Next through the step until you get to Review and Publish, clicking yes when
prompted to skip scheduling. (You may choose to schedule this connection, though
it is out of scope for this document.)

6. Click Publish and Run Now.

Integration > Integration > Schedule > Review and
Detail Script Setting Publish
S/ S/ /

Review & Publish

The mapping is saved. Click Preview to review your mappings. Click Publish if you are satisfied. (@)

IVNT _Automation Runbooks

B

€= Back €3 Publish  Publish & Run NowSp
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Add a Run Book to a Request Offering

Ivanti Automation Run Books can be called from Neurons from Service Management as
part of a request offering.

1. Open the Request Offering Workspace

ivanti‘ NE‘UI’QI—]S © H HOME INCIDENT SERVICE REQUEST PROBLEM CHANGE RELEASE KNOWLEDGE (o} r\Q\
HOME Search objects | request nﬂ v >
Admin Dashboard » € [@ My Workspace o Pertielio

Analytic Metrics EPM Automation Package Project Rec
API Trusted Host EPM Configuration Report Ems
Asset Data Mapping EPM Core Server Details Request Offering Ems
MY INCIDENTS (63) Asset Processor Configuration  EPM Remote Control Configura...  Service Catalog Inbc
Baseline Mapping EPM Request Shipping Catalog Prici

Incident Summary Status Priority ¢ i
Business Value Modeling EPM Software Packages Social Board Role
11424 Missing my hame directory Active 3 p Calendar Item Exchange Calendar Configurati..  Software File Instance Ten;

Call Log External Contact Task
11493 Need access to the common Active 3 I Certificate Fulfillment item Package Task Catalog Add
drive. Change Calendar HC_CallType Task Catalog Software Installati..  Acco
Chat Configuration HR Case TaskCatalogStatus Actir
11461 My desk phone does notwork  Active 3 b ClLocation Identity Store Transaction Audit Log Agel
crvoir Ivanti Automation Configuration Agel
1475 Unable to access the personal  Active 3 b Contact Store Ivanti Automation Transactions Aler
details section in payroll partal Discovery Ivanti Neurons Asset Import Co... Ann
Discovery Import Location App
11439 Forgot email password Active 3 ' Discovery Installer Downloads  Microsoft Teams User Details App

2. Open the Request Offering you are adding the automation to and switch to the Plan
request fulfillment tab.

HOME  REQUEST OFFERING WATCHLIST
1. Define requestoffering 2. Design request form 3, Plan request fulfilment 4. Publish Action Access

Fulfill as : workflow

C Reload X Clear [ open Warkflow in separate window
[ p— -

w nun rrogram

©@ Funeb Sensce
Controls -
@

Y Join
® San
" Seop

Integration -

B CMDBImpore
x

DSM S, Manual Create User Task

COMPLETED »
CANCELLED
TIMED OUT

B WDAPSne ] x

3. From the Block selector scroll down to the Integration section.
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4. Drag the Ivanti Automation block onto the workflow and link it into your workflow.

e )
COMPLETED )

FAILED »
TIMED OUT )

X
Manual Create User Task
COMPLETED p
CANCELLED )
TIMED OUT )

X

Standard Request Workflow
STARTED p

COMPLETED p

FAILED »

5. Double click on the automation block.

6. Provide a Title. E.g., Automation - Create AD User
7

8

Select your runbook from the dropdown.

Provide a Timeout Duration.

Properties  Exits Configuration

Title Automation - Create AD User

Select Runbook

) Field

® Value | NSM Create AD User w

Runbook Parameters

Timeout Duration Runbook Options

@) Field [ Parallel [ Confidential

@ Duration |2 Days Hrs Mins
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9. Map your fields to the runbook parameters. (Be sure to leave ISM_TransactionID
blank.)

To add a value, either type a literal value in the table cell or drag a field from the tree to the table cell
AVAILABLE FIELDS PARAMETER FIELDS

(@R ServiceReq (Service Request)

+ [ Service Request Templates

@ New User Account Field Value Owverwrite
r
[E) First Name FirstName $(GetSRPValue(Recld, ‘FirstName’)) A
E Full Name .
FullName $(GetSRPValue(Recld, "FullName) H
[B) Last Name
B User Login LastName $(GetSRPValue(Recld, ‘LastName") ™
@ Functions .
UserLogonName $(GetSRPValue(Recld, "UserLogin’ H
(@ Time Zones & | { gin)
ISM_TransactionlD =

10. Save the workflow.
11. Save and exit the request offering.
12. Optional, test the request offering by submitting a service request.

1. Open the Service Request Workspace.

. a
va nt' [\Jr_ﬂ rons © B HOME INCIDENT SERVICE REQUEST PROBLEM CHANGE RELEASE KNOWLEDGE c ANALYTIC METRICS

HOME INCIDENT SAVED SEARCH: ALL ACTIVE INCIDENTS REQUEST OFFERING SERVICE REQUEST SAVED SEARCH: ALL ACTIVE SERVICE REQUESTS

All Active Service Requests v (2 search records)

NEW DELETE MULTISORT

Service Req... Summary Status Urgency Customer Location vip Service Team Owner 4
10216 New User Account Active Low Jonathan Cooke IT General Adm... IT HEAT Admin 0
10215 New User Account Active Low HEAT Admin IT General Adm... 1T HEAT Admin 0

Click New.
Fill in the request form.

Select an offering from the catalog.

AT B

Fill in the required parameters.
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.
1N
« ] oo o
CUSTOMER & OWNER
Customer ™ | Jonathan Cooke ’ Status™ | Active
jonathan@lab.sympl-it.com Team* |IT
Reported By 4
Owner* | HEAT Admin
Request Name
Description Urgency | Low
PARAMETERS DETAILS APPROVAL TASK FULFILLMENT ITEM COST ITEM HR CASES

< Select a different template
= required
SERVICE OPTIONS

First Name
Last Name
Full Name onah Scott

User Login onah.scott

Click Save.
Open the Ivanti Automation console.

Navigate to Jobs.

6.
7.
8.
9.

Validate that a job was created. (The job should be running or have run.
Check Scheduling, Activity, and Job history for the job.)

@ O Bview | X | 600 | P | fGoto defintion | [+ ) gy + (B | [B] View Tutorisl | @
B tvart susomation
B8 Jobs
{0 schecuing
B Actity
8 3ab History
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